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A nuclear explosion at high altitude does not directly affect people and infrastructure, but the

electromagnetic pulse resulting from such an explosion (High Altitude Electromagnetic Pulse —
HEMP) disables electronic and electrical equipment over a large area.

HEMP protective means, which has long been on the market, is designed to protect military
equipment and facilities and is not suitable for the protection of civilian critical infrastructure.
Therefore, until now (for more than 50 years), this infrastructure remains unprotected in all countries
of the world without exception.

A detailed analysis of the reasons for such situation, as well as the specific strategy required to
protect civilian infrastructure equipment, are detailed in the book:

Madimir Gurevich

EMP Protection of Critical
Civilian Infrastructure

Problems and Solutions

AP, T EMBERT
{ S RANMBERT

EMP-Schutz kritischer
ziviler Infrastrukturen

‘\
German French Italian Spanish Portuguese Russian

This catalogue provides brief technical information about new specific HEMP protective means,
designed and tested by Dr. Vladimir Gurevich according to strategy required to protect civilian
infrastructure equipment.

Copyright © Vladimir Gurevich, 2025



High Power High Voltage Transformer
Protection System

Geomagnetically induced current (GIC) arising from a high-altitude nuclear explosion
(component E3 of the HEMP). This is a quasi-direct current, ranging in size from several tens
to several hundred Amperes, which leads to saturation of the transformer core, a sharp
decrease in its impedance and unacceptable overheating. In addition, there are a bulk of
harmonics in the network. These harmonics disrupt the operation of relay protection, affect
capacitor batteries and other critical equipment.

Fig. 1. Transformer protection system

The protection system, Fig. 1, consists of a protected
electronic module 1 (electronic relay), GIC sensor 2,
placed in a protective shell 3 and auxiliary substation
module 4. This protection system must be installed on
all transformers with a grounded neutral.
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conductor (ground bus) without breaking it and Te1 B2
without turning off the transformer. The
protected output of the electronic module is
connected to the transformer trip circuit through
the auxiliary substation module, Fig. 2. Sensor
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Fig. 2. Block diagram of the transformer |

protection system .

When a dangerous (about 20A) DC component |
of the current (E3 component of the EMP) | _
appears in the neutral circuit of the transformer, —
the electronic module with a slight delay (2-3

sec), which excludes false trip, gives a command to turn off the transformer.

After 2-3 minutes, the flow of current in the neutral circuit from the component E3 stops and
the transformer can be returned automatically to normal operation by standard substation auto
reclosing system. The entire system returns to its original state when the 220 V DC power
supply circuit is briefly turned off or when the “Reset” button is pressed on the auxiliary
substation module.

The system is protected against overload from short-circuit currents flowing through the neutral
of the transformer.

In Fig. 3 the design of the sensor and the procedure for its installation on the neutral ground
conductor are shown. Part (A) with half of the sensor and half a screen tube (1a) under the



ground conductor is installed first in order. Then the second half of the sensor (B) and second
half a screen tube (1b) joins the first half of the sensor. Then the upper protective screen cover
(C) is installed and connects (D) to the bottom part of the screen.

Sensor

Details of the shielding
housing for the sensor

Fig. 3. The design of the sensor



After mounting the sensor, its cable is connected to the electronic module. An auxiliary
substation module cable is also connected to this module. After assembly and installation, the
protection system must be tested using a special tester connected to the sensor via a
connector.

Sensors of the component E1 of the HEMP, for example, such as those used to start the
controller of the transformer protection system type SolidGround™, manufactured by ABB
(priced at around $500,000), are not able to correctly assess the danger to the transformer.
The reason is that, firstly, the transformers themselves can be located in concrete
compartments that significantly weaken the EMP, and secondly, the effect of GIC on the power
transformer is very much dependent on the geographical location of the overhead power lines
and transformer, soil properties, etc. And shutting down a large, powerful transformer
unnecessarily is a serious problem!

Specification
(for disconnected internal transient voltage suppressors):

Nominal input current, ADC 25 Magnetic field Immunity, A/m, 50 Hz 30
Over-range without damage, A > 8000 | Response time, s, max 3
Bandwidth, Hz 0—-1.5 | Trip accuracy, ADC 15
Power, VDC * 10% 240 Weight, kg

Withstand voltage: - sensor 1.5
input sensor window, VAC 2200 |- electronic relay 1.5
power to output contacts, VDC 2000 | - auxiliary substation module 0.3
between output contacts, VDC 1000 | Dimensions, mm

Power consumption, standby, W 3 - sensor 170x170x150
Power consumption, max, W 5 - electronic relay 240x150x110
Max. switching voltage, VDC/AC 250 - auxiliary substation module 72x70x115
Max. switching current, A DC/AC 5 Operating temperature range, ‘C -20+50
Breaking capacity DC1 (250V), A 0.25 Temperature effect, % on °C 0.5
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Tester for Checking the Operability of
the HEMP Protection System of
Power Transformers

In order to be sure of the serviceability of the HEMP protection system of the power transformer,
it is necessary to systematically (once a year or once every two years) check it. This test consists
of applying a DC current to the sensor of less than 20 A (the system should not trip) and a current
of more than 25A (the system should be triggered).

For simple and convenient performance of such a test, special testers are designed that are
connected via a small connector to the sensor of the protection system.

Usually, in control cabinets on large transformers there is always a standard outlet with a
standard auxiliary AC voltage, therefore, in this model of the tester (model MACP-1), to simplify
and reduce the cost, it is powered from a standard 220/110 V AC mains instead of powered by
the built-in battery.

Type MACP-1 tester connected to sensor

The tester produces an output current of about 20 A when the «Start» toggle switch is pressed.
In this state, the toggle switch should be held 3 - 5 seconds. At this state, a proper working
transformer protection system should not react. Then, when the “Start” toggle switch is pressed,
the “Trip” toggle switch is additionally turned on and both toggle switches are kept pressed for 3
- 5 seconds. During this time the tester produces an output current about 25 - 30 A, and a proper
working transformer protection system should trip. To control the current level, an ammeter built
into the tester is used.

Specifications

Nominal output current, A Max. current consumption, A

- in Start mode 20 - 220V 1.5

- In Trip mode 25 - 115V 3
The maximum time spent in the Short circuit protection Yes
ON state with an output current, s 10 Weight, kg 3
Amperemeter accuracy, % 5 Dimensions, mm 300x230x86
Main power, VAC 220/115 | Operating temperature range, 'C -20+40
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All critical electronic devices are equipped with their own EMI filters and surge voltage
suppressors in their internal power supplies. However, when such an apparatus is powered by
ungrounded DC (or AC) electrical network, then such built-in elements of protection against
electromagnetic impacts turn out to be ineffective. Because of this, many critical and expensive
electronic devices fail that should not have failed.

Our protective modules (PM) are specifically designed to protect critical electronic equipment
from powerful electromagnetic impacts distributed over ungrounded DC power supply
networks 125V/250V in power plants, substations, industrial plants, such as switching
interference and surge voltages, induced interference, etc., from which conventional
protection elements cannot protect.

Our PM modules are a highly effective protection means that complements imbedded
protection elements of the critical electronic devices and can be installed in electrical control
cabinets as individual protection elements for individual types of equipment, or for group
protection of all critical electronic equipment available in the control cabinet.
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UNGROUNDED DC NETWORK

Our PM modules can also be used in AC electrical networks that require zero current leakage to the
ground.

In addition, due to its excellent qualities, PM modules are an effective and not expensive means of
protecting the electronic equipment of critical civilian infrastructure against electromagnetic
pulse of high-altitude nuclear explosion (HEMP).



Insertion loss by the Protective Modules PM for
Differential Interferences in Ungrounded
Auxiliary Power DC/AC Networks
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Protection Modules for Analog Current
and Voltage Circuits of Digital
Protective Relays

* For civilian critical infrastructure protection
* For analog circuits of the Digital Protective Relays
with nominal voltages 75 — 125 V and nominal current 1A, 5A
* For high power load (up to 600 VA)
* For effective limit the amplitude of the high-voltage HEMP pulse
(output voltage limitation to no more than 520V at current pulse up to 6 kA)
* Special inductors for high saturation currents and very low sinus distortion are used
* Aluminum enclosure box for wall mounting single modules and also dual modules (current and

voltage in the form of a single module).

Internal Enclosure
Part Number Destination Overvoltage/Overcurrent Impedance Dimensions,
for 100 msec, for 50 Hz, mm
mOhm
Voltage circuit
ACPM-V-600VA-125V . 300V 200
protection
330x128x52
Current circuit
ACPM-C-600VA-5A . 200 A 80
protection

Modern digital protection relays (DPR) are the most complex electronic devices that actually
control the operation of the power system. Of all the variety of electronic devices available in power
systems, only DPR is directly related to high-voltage circuit breakers, the position of which
determines the configuration of electrical networks and the operability of the energy system. False



trip of DPR can lead to disruption of the normal operation of the power system, and the lack of
operation in emergency modes can lead to damage to very expensive electrical equipment of the
power system.

The problem of protecting the DPR from powerful electromagnetic impacts from long (hundreds of
meters) external current and voltage circuits connected to the DPR analogous inputs is a very actual.
These circuits are formed by long cables passing through the territory of substations and power
plants in the immediate vicinity of powerful high-voltage equipment and high-voltage power lines,
which are often sources of powerful electromagnetic radiation during corona, short circuits, and
thunderstorm activity. Usually, these are unshielded cables. Even if these cables are shielded, they
will still carry powerful interference from high-voltage overhead power lines.

Pulsed electromagnetic impact from many kilometers of wires of overhead power lines have a wide

range of frequencies up to ten and even hundreds of Megahertz, for which high-voltage current and
voltage transformers are transparent due to the large capacitance between the primary and
secondary windings. The fact that the electrical isolation between the primary and secondary
windings of the current and voltage transformer passes the high amplitude surge voltage test is not
a confirmation that high-power high-frequency interference does not penetrate this insulation and
does not enter the DPR analog inputs. While DPRs tend to withstand such conventional
electromagnetic exposures, the situation is very different in the case of HEMP with an electric field
strength of 50 kV/m and an electromagnetic spectrum extending up to 100 MHz there is a high
probability of damage to the DPR by such a pulse. The multi-kilometer wires of overhead power lines
are huge antennas that collect electromagnetic energy from a large area and deliver it through the
current and voltage transformer’s capacitances to the DPR analog inputs. Long cables running
through the substations and connecting secondary circuits of high-voltage current and voltage
transformers to DPR are also good antennas. Therefore, the protection of DPR analog current and
voltage circuits from HEMP is an important task.

That's why our protective modules were developed.

FIELD 24 kV PROTECTIVE RELAYS CABINET
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Digital Protective Relay

Insertion the protective modules ACPM-series between the secondary circuits of current or voltage
transformers and the analog DPR inputs
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Grounding HEMP Protection Module
for Control Cabinets

For the most part of digital protective relays (DPR), the functional modules located on separate
internal printed circuit boards have special sections of printed conductors with an increased
width and covered with a layer of silver. When the board is installed in the housing, they come
into contact with special springs, which ensure the contact of these printed conductors with the
grounded case of the DPR. These sections of the printed conductors are connected to the
circuits of the internal "ground" of the electronic circuit, which acts as a "zero (reference)
potential" circuit. Thus, high-sensitivity elements of electronic circuits of critical equipment
(DPR) are directly connected to an external grounding system.

At HEMP, unlike lightning, the potential of the earth is not the opposite potential and therefore
the grounding of the equipment does not affect its resistance to HEMP in any way. On the
contrary, an extensive grounding system acts as a huge antenna that collects EMP energy
from a vast area and transmits it directly to sensitive electronic equipment.
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Fig. 1. Grounding HEMP protection module: its appearance, frequency-response function
(FRF) for high frequencies and wiring diagram inside the cabinet with digital protection relays.
DPR - digital protective relays; GM - grounding protection module; PEB (1) — potential
equalizing bus; 2 — insulators; L — filter part for internal grounding circuit; F — filter part for
external grounding circuit.

The new protection module design implements a new concept of HEMP-protected grounding
of electronic equipment installed in metal cabinets. According to this concept, the internal
grounding circuits of the electronic equipment and the external grounding circuit are separated
by a special filter containing two different parts with different characteristics. The metal control
cabinet is connected to the external grounding system through the F part of the filter with zero



impedance for DC and very low for 50 Hz AC currents. For this part of the filter, it is not
necessary to break the ground wire or inserting any elements in the grounding circuit. The
second (internal) part of the filter (L) also has a very low impedance for DC and 50 Hz AC
current. This ensures safety requirements for electrical installations.

Specification

Maximal current during 20 ms, A 150 High amplitude (2500 A) current pulse

DC resistance for L part, mOhm 70 1.2/50 ps attenuation, %

Impedance at 50 Hz, Ohm - for internal (L) part 79

- for internal (L) part 0.4 - for external (F) part 24

- for external (F) part 0.1 Operating temperature range, °C +20+40
Weight, kg 1.2 Max. operation humidity, non-

Dimensions, mm 150x80x47 | condensing, % 95

Alow DC resistance and low impedance for 50 Hz means that these filters do not significantly
impact the ground circuits upon the operating frequency.

These filters were also tested under standard current pulse 5000A (8/20usec). After five such
pulses induced at 1-minute intervals, additional FRF measurements were carried out. The
tests showed no degradation in filters characteristics.
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HEMP Protection Module for
Telecommunications

Telecommunications are widely used in relay protection systems and other important systems
at substations, power plants, and water supply systems. As a rule, it is based on 10 Base-T and
10/100 Base-TX Ethernet (IEEE 802.2).

Complex equipment that provides transmission an important data in such a system contains
microprocessors and other electronic chips operating at very low voltages, that is, it is very
sensitive to electrical influences. This is the most vulnerable part of the infrastructure, which
requires special high-effective HEMP protection. Moreover, such protection should not affect
the work of telecommunication.

~ HEMP
Protection Module

for
Telecommunication

Such a protective module was developed and tested for compliance with standards IEC 61000-
4-25, IEC 61000-4-4, IEC 61000-4-5 and ITU K.78.

Additional tests were carried out when pulses 5/50 ns and 1.2/50 ps were applied to the input
of an industrial telecommunications equipment with an amplitude of 1 to 7 kV without the
protective module and with the protective module connected at the input of equipment. In the
first case, the telecommunications equipment was always damaged even at the smallest
amplitude of pulses, and in the second case it remained fully operational even at the largest
amplitude of pulses.

To confirm the absence of the influence of the protective module on the operation of the Ethernet
network, such a module has been used for a long time when switching on between a computer
network and a personal computer. During the test period, no side effects of the module on the
operation of the computer were detected.



Specification

Parameter

Value

Peak pulse discharge current for (E1) very short rise time
(less than 0.2 ps)

300 A during 20 ps

Peak pulse discharge current:

- for E2 HEMP component (25/1500 ps) 1000 A
- for lightning (8/20 ps) 5.000 A
Max. surge voltage amplitude L-L, L-G (for E1 & E2 HEMP 8 kV
components), at clamping voltage not more than 15 V
Insulation level between input and output circuit (rms) 5 kV
Internal series resistance L-L, L-G 30 Ohm
Max. losses:
- for 10 Base-T 3dB
- for 100 Base-T 5dB
Pins protected 1-2, 3-6
10 Base-T
10 Mbps
LAN Protocol 1 (()O Base-T)X
(100 Mbps)
Typical Capacitance (1 MHz) L-L/L-G 30/40 pF
Punch-Through Voltage 45V
Clamping voltage at current 300 A 15V

Dimensions:
- without mounting plate
- mounting plate

115 x 75 x40 mm
145 x 75 x 2 mm

Weight 280 g
Operating temperature, ‘C -20+50
Max. Humidity non-condensed, % 95
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Mobile Power Supply for DC Main
Simulation

After exposure to HEMP, there is a need to check the serviceability of electronic equipment
before actuating. To do this, will need a power supply that simulates a conventional auxiliary DC
power system. And not only for such an application. A mobile power supply-simulator of a DC
network is also necessary for commissioning of new equipment at a substation and repair works.

This compact mobile backup power supply protected from HEMP when it is

stored in a warehouse.

Specification

not in use and is

Nominal output voltage, VDC
Rated output voltage, VDC
Max. output current, A

Main power, VAC
Amperemeter accuracy, %
Voltmeter accuracy, %

250
237

24
230
25
2.5

Short circuit/overload protection
Ripple in output voltage, V peak
Weight, kg

Dimensions, mm

Operating temperature range, °C
Humidity non-condensing, %

Yes
0.5
12
400x300x200
-10+40
20-95

Such a compact, inexpensive backup power supply, simulating a standard DC power network,
should be at every substation, in every laboratory. Among other things, such a power supply is
very convenient to use when checking, repairing and adjusting the equipment of stations and

substations.
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